Project Description: 
In this project you are asked to examine if the email service providers hide the IP address of the user sending an email. In this exercise we examine the typical email service providers: Gmail, Yahoo, and Hotmail. To complete this project each group must complete a part of the matrix below: 

	[bookmark: _GoBack]Sender Account
	Receiver Account
	IP hidden or not?
	Comments
	Team Name / Team Members

	Google
	Google
	
	
	

	
	Hotmail
	
	
	

	
	Yahoo
	
	
	

	Hotmail
	Google
	
	
	

	
	Hotmail
	
	
	

	
	Yahoo
	
	
	

	Yahoo
	Google
	
	
	

	
	Hotmail
	
	
	

	
	Yahoo
	
	
	



All results must be posted on PIAZZA.com. Each group is expected to share its own findings and check the results posted by other groups. It is highly recommended groups communicate with one another over the discussion group. 

Before you start your test carefully read about different email header fields: 
http://kb.mediatemple.net/questions/892/Understanding+an+email+header#all/received 

Make sure you understand the purpose of the following fields: 
· x-originating-ip
· Received

To view the email header from your browser read this: http://aruljohn.com/info/howtofindipaddress/#ipdetect 





Tools to use: 
The following web sites can help you do this project: 

· Use Email Header Analyzer to examine the email header: http://mxtoolbox.com/EmailHeaders.aspx

· Here is another good tool to trace the email header: http://www.ip-address.org/tracker/trace-email.php#email_headers 

· How to find IP address of the SMTP server: http://aruljohn.com/info/howtofindipaddress/#ipdetect 

· Use IP locater to see the location of the server: http://www.whatsmyip.org/ip-geo-location/?ip=12.83.	39.193 

· Use this site to find the owner of the site and who it is registered to:
http://whois.arin.net/rest/net/NET-130-157-0-0-1/pft 

· This is another email provider: http://www.yandex.com/ 

What you have to submit:
A- Each group must make its own final conclusions and ultimately identify which email server does hide the sender’s IP address. If your final results are incorrect your group does not get any grade. There will be no partial credit. 
B- Make sure you include your complete matrix (as shown above). 
C- Answer the following questions: 
a. What is the CIDR address for Sonoma State University? 
b. What is the IP address class for Sonoma State University? 
D- Examine the email file below very carefully. Answer the following questions: 
a. Which email server was used to send this email (e., google.com)?  
b. Where (geographical location) was the sender when the email was sent (e.g., Texas)?   
c. What type of presentation protocol this email is using? 
d. What version?  For this presentation protocol, what encoding scheme was most likely used?  Did the email have any attachment?   
e. How did the sender send the email (e.g., via outlook)?  How did the recipient read the email? (e.g., via outlook)? 
f.  At what time the email was sent and received? What was the content of the message?  



{\rtf1\ansi\ansicpg1252\cocoartf1038\cocoasubrtf360 {\fonttbl\f0\fmodern\fcharset0 Courier;} {\colortbl;\red255\green255\blue255;} \margl1440\margr1440\vieww24260\viewh15120\viewkind0 \deftab720 \pard\pardeftab720\ql\qnatural  \f0\fs24 \cf0 From - Thu Sep 15 22:05:30 2011\ X-Account-Key: account1\ X-UIDL: AGcIw0MAAJTATnLZGAbjbn/Q328\ X-Mozilla-Status: 0001\ X-Mozilla-Status2: 00000000\ X-Mozilla-Keys:                                                                                 \ X-Apparently-To: farid.farfar@ff.net via 67.195.8.103; Thu, 15 Sep 2011 22:05:28 -0700\ Received-SPF: none (domain of ff.net does not designate permitted sender hosts)\ X-YMailISG: wctAF1cWLDtRmrIlfJflISM2KGYHGNdWvoDJjDsXmkaPEr5l\  AGR15Yb6DjeQr9qLaa.jSFge4HhmkeKIhFIo6O.HcI.6Rgp01Q.RSIoBHFYO\  MhiL0eEzo9.TOUkr2LTpuzIrNfklo7GRJdDTeUYZYPWJsH59d8FQIXPwHNmy\  4oDwRHP7JQf.32a0OxbW52u1EQnP_4vYhae9eZBVwzEERQnyKiD6pRNExWUG\  Lh3wutx0I0PdjagEc55jYMoU488UTE7wtBJ8WwBnCdxjjdg6qRiHgvUQaiNL\  8j1B13HLyFgEGawuIkYHB62TgAumj9LHld59ZJBHZu4sR4TQ4W41AYIseRzf\  Tq1xdHVex0A3hX4GfZ0TlEYDyrErude5cZyeUYMIyq0zAvIHLHI6p83WXsHj\  LCR83fWkLr3LNdpi2AzoURadukIiPSlbJXoXxVqMIiIbmDG1i9T3AA0.3C1p\  Xn_x09D4yMDBAF_KflMUZMSE3RYhZA48ZhG7Ikfge9_DXhsLb7cfJq8DNwdx\  s2nbg8tUN57LS19eEAVcD0asj82RY7YBnkhm1KeO5a4jBLY0VLoxP.zGgwJi\  zSslX5I6EKfuOwHGlsPl1eeUWF5s5TXhkF32ofI3Ng1egYAsr4NZD4Wkt4ww\  bE0lxiYOOaLcAcXzPzw0a7SmhO4.mgQIOQqHE7SL.pN3eU607fRqEG_m42oQ\  Swd18KXDz82qoyYshRg0N5iD9Lxk.SBeRHiz98DcTQleE_VM6mHFbb5gtO.q\  1W1NdTKRVeVJqRUh1qsITUv_wkH2O0mhK8aPufS6U02Ag_BTSKm22RWQLTA4\  b1h6j.p9CbQyJxJtR7tiVjQ1a5bzcaIjmsa7bOTOnoyyjJaPn3GeNXk0ZZNC\  Qj2hEvO_EagQt_GTGiVAydqciVZNERprweHfBTqs8eQ1tzn85gN._SJsKBvZ\  3JVNvEmk4mBQXOD8Rv7ZwErAUF7961Sk5AZkGJRWWLsGxbYF4OJkLctfOskD\  _cLpUr5oKzCDi1_zyevq8m5IOvLQjASrbNRT\ X-Originating-IP: [98.139.44.133]\ Authentication-Results: mta1005.sbc.mail.sp1.yahoo.com  from=ff.net; domainkeys=pass (ok);  from=ff.net; dkim=pass (ok)\ Received: from 207.115.36.47  (EHLO nlpi175.prodigy.net) (207.115.36.47)\   by mta1005.sbc.mail.sp1.yahoo.com with SMTP; Thu, 15 Sep 2011 22:05:27 -0700\ X-Originating-IP: [98.139.44.133]\ Received: from nm6.access.bullet.mail.sp2.yahoo.com (nm6.access.bullet.mail.sp2.yahoo.com [98.139.44.133])\ 	by nlpi175.prodigy.net (8.14.4 IN/8.14.4) with SMTP id p8G55PdK004985\ 	for <farid.farfar@ff.net>; Fri, 16 Sep 2011 00:05:27 -0500\ Received: from [98.139.44.97] by nm6.access.bullet.mail.sp2.yahoo.com with NNFMP; 16 Sep 2011 05:05:25 -0000\ Received: from [98.139.44.83] by tm2.access.bullet.mail.sp2.yahoo.com with NNFMP; 16 Sep 2011 05:05:25 -0000\ Received: from [127.0.0.1] by omp1020.access.mail.sp2.yahoo.com with NNFMP; 16 Sep 2011 05:05:25 -0000\ X-Yahoo-Newman-Id: 837505.64663.bm@omp1020.access.mail.sp2.yahoo.com\ Received: (qmail 43167 invoked by uid 60001); 16 Sep 2011 05:05:25 -0000\ DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=ff.net; s=s1024; t=1316149525; bh=pRJmM9aSP8pwPO/DFX6sYKlsSqbK6ATwpgyRyhBlXI8=; h=X-YMail-OSG:Received:X-Mailer:Message-ID:Date:From:Subject:To:MIME-Version:Content-Type; b=KeiVEYoQSc4bdRHM4QcfBEnUm63YurPi9lDuZvzzavn4MJS4p0TUqQvJhgx3sHnb3ay9qe1qpYA7VEPbDusr21r20x6893zDRd/7MvEh9S0SxeMGYfAoUSmUM5SpQskf2YzgwqVOBTFu5k5g5sORHemti5Ieq+0h+El8Pz6fF+0=\ DomainKey-Signature:a=rsa-sha1; q=dns; c=nofws;\   s=s1024; d=ff.net;\   h=X-YMail-OSG:Received:X-Mailer:Message-ID:Date:From:Subject:To:MIME-Version:Content-Type;\   b=rRHPTNyqZzlfaYlkgfmf3MTqZ5YJw39qY7RPJcweV/8+56mmBtpdGqs5zlKRPl9W2BQl/s/irNp40TkamQiIkzrbRTja+BPlHyoYVFDfgJ8bXw1gHXUsHYk7ScidKhUFrN0NdVsej1xcOggGJDVnkrsgdXpwu+2SmHKXCtN6WAw=;\ X-YMail-OSG: dK_rJg4VM1nBXivIstJxPf.ma0x5cZplVF562Yy3Rv2w9Df\  O2epieEHKOsTleVRBJUHB5wKN3p6Mr29kZGn_lIs.9.hHsr_3ByEaicdkWPN\  H4HsEArtrn3fpsORNfoUhtni_BboDVAMf8Q79ubuOG1kWBzxSuOF3.ijHjcU\  0EVBkEp3yMqjKWjnYHXWRGcbiDPezxsmy8e4VJ9tpqRG_1OwBTY6tYTWPkTu\  emFruD_b.5VM1fv.53mAl_KP8k62u1YHqRLnz4c7iOp._skUmzoDxVzp9M2o\  R2Uq4B.zZ3TjtxtwUEkpBi1zfgW5nBDEwH4qYHUobexZPtw.tySetmkGMG_b\  inCIEq.V_yAgHWxUUycYoadKYTd_o6MKWQOBibSe7syZNSA04O4FBNMnYYmG\  L1ruxuSWsqOyo.qwn67Nx7zKzdP1t.k.NFQJLkLB64G_.wAWlfIinpx4ChLc\  -\ Received: from [130.157.158.211] by web180114.mail.gq1.yahoo.com via HTTP; Thu, 15 Sep 2011 22:05:25 PDT\ X-Mailer: YahooMailRC/574 YahooMailWebService/0.8.113.315625\ Message-ID: <1316149525.30665.YahooMailRC@web180114.mail.gq1.yahoo.com>\ Date: Thu, 15 Sep 2011 22:05:25 -0700 (PDT)\ From: Farid farfar <farid.farfar@ff.net>\ Subject: Can you tell?\ To: farfar Farid <farid.farfar@ff.net>\ MIME-Version: 1.0\ Content-Type: multipart/alternative; boundary="0-924320724-1316149525=:30665"\ \ --0-924320724-1316149525=:30665\ Content-Type: text/plain; charset=us-ascii\ \ Where am i sending this to you from?\ --0-924320724-1316149525=:30665\ Content-Type: text/html; charset=us-ascii\ \ <html><head><style type="text/css"><!-- DIV \{margin:0px;\} --></style></head><body><div style="font-family:'bookman old style', 'new york', times, serif;font-size:12pt;color:#000000;"><div>Where am i sending this to you from?</div><div style="position:fixed"></div>\ \ \ </div></body></html>\ --0-924320724-1316149525=:30665--\ \ }
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