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Is the Internet technology

OR
taking us under control

?




What is the Internet?

The The Internet is the global system of interconnection between
devices — e.g., computers, cell phone, tablets, cars

The Network of Networks!
Connecting everyone together — road system!




-
Internet & WWW

- The World Wide Web is a technology that exploits the Internet to
enhance delivering many services

Examples of Such Services
» Finding Directions
» Shopping
» Chatting
» Music <:>
* News @
» File Sharing



-
\Web Browsers

- The software connecting us to the Internet and allowing us to use
available services

- Different in terms of
- Speed,
- Resource utilization,
- Portability,
- Etc.

Common
Browsers:

@oce

firefox safari  google internet
chrome explorer



\Web Browsers

Less Common
Browsers:

Cruz Stain|ess Flock Arora

—

Common
Browsers:

o

firefox safari  google internet
chrome explorer



Access to the Internet Services

» Today about half of Internet users in
the U.S. use their smartphones to get

Body-integrated
electronic devices

Online' o (Electronic Tattoo)
2 \Watch-size
el  Computers
Smart Phones:
1 Laptops: Anytime, anywhere!
Offering (smaller & more powerful)
Mainframes: mobility

Large machines,

Limited access pCs:

Promising
Individual
Freedom
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Smartphones:

As they become smaller and more powerful
—> Integrated Part of Our Lives!

1.75 Billion Cellphones in 2014
748 million Androids in 2013
125 million iPhones in 2012

53 million iPads in 2012




Smartph()nes' 63% keep their phone with them for ALL

, but an hour of a working day!
Use Them Anywhere, Anytime! — _ _
3.37 Billion worldwide email accounts

Americans use approximately

Minutes Per Day

‘ (That's about 21 minutes per person)

m of Americans answer phone calls
Du ring Sex . Helo? Helio?

o
Teens send an average of 60 texts a day, m 80 A’ I SRSt I
own a wireless device
40 percent of people with iPhones said o
they'd rather give up brushing their teeth 1Ll 50 /o oA o 4
for a week than go without their phone! s con et et

(Chicago Tribune, 2011 )
Cell phones around theWORLD

Highest average number of cell phones per person
o My G N B Oy 0 5 1. United Arab Emirates 1.95 6. Lithuania 1.41
A0 N NA10-0NNN 2. Estons, 1,94 7. portugel 1.39
: 3. Hong Kong 1.61 8. Si 1.36
Percent who said they could only go a few Ay W

, _ _ 4. italy 1,52 9. Czech Republic 1.34
hours without their mobile phone: 34% 5. Bulgaria 1.47 10. Russia 1.33



When Was The Last Time Your Phone Was Not Within
Ear Shot?

63% keep their phone with them for ALL
but an hour of a working day!

79% keep their phone with them for ALL but two hours of a working day!

1 out of 4 does not recall the last time the phone was
out of reach!

@ Less th IN 2 |t|
E H than can reca

30 minutes 30 minutes was it not

3 hours hOUfS to 1 hour throughout close to me

or more m day




My cellphone’s
battery Is dead!




How

THERI |y =y

WOI]_{S Tn Five Minutes




The Internet In Action
What yOU need t() have_ . Internet Service Provider (ISP)

erzon

Physical Connection

Internet-enabled Devices

The Internet



The Internet In Action
How Does it Work? Internet Service Provider (ISP)

Physical Connection

Internet-enabled Devices %

The Internet

fakebook



The Internet In Action
|dentifications.... Internet Service Provider (ISP)

We

IP: 168.34.23.101

f0:f4:79:50:df:b6

All your messages pass
through the ISP

Internet-enabled Devices

Serial Number Identifies your machine

« The IP address identifies who you are!




The Internet In Action
Tracking your web activities.... Internet Service Provider (ISP)

erizon

veriyon

S
— ——
e ———

T ———

Physical Connection - S

Internet-enabled Devices %

fakebook




The Internet In Action

Internet Service Provider (ISP)

on ) 7)
IP: 168.34.23.101
f0:f4:79:50:df:b6

The Internet

fakebook



The Big Picture

Users are clearly identifiable. ..
Digital Storage

|

fakebook

Example: Facebook

Obvious Stuff:
 About Me

* Inbox
 Timeline activities

Not So Obvious

* Credit card information
* Ads your clicked on

* Likes and Dislikes,

* Facial Information of

AT&T U-verse \ *Ml
TV
|

I

m photos
Who we are | * |P address, location,
*  What sites we visit device

*  How much time we
spend on the Internet




Email Header Analysis
IP Address: 130.157.158.211
Hostname: village-158-211.sonoma.edu
IP Address Country: United States
IP Continent: North America
IP Address City Location: Rohnert Park
IP Address Region: California
IP Address Latitude: 38.3433,
IP Address Longtitude: -122.7041
Organization: Sonoma State University
ISP: Sonoma State University

Tracking every
email very
simple

Email Lookup Map (show/hlde)
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The Internet In Action
Getting Connected to a Site Needs Name Resolution

m What is the address of
J / www.facebook. com ﬁ
P4 sp s
www.facebook.com 31. 13.77.36 v

Let’s Find
31.13.77.36

fakebook ¢ B
There you go!

31.13.77.36




The Internet In Action
Recent Attack on DNS in East Cost!

www.facebook.com X? 36
Let’s Find

31.13.77.36

What is the address of
www.facebook. com

ou go' |
7 .36




The Internet In Action
DNS Hacked!

NAN
\“




Getting Connected With Your Cell Phone

Internet Services
» Chatting

» Shopping

» Chatting

» Music

* News

» File Sharing

To get connected the phone uses
* Device name (MAC address)
» Device address (IP Address)



Inside Your Phone .....

1- GPS Antenna
2- GSM Antenna
3- WiFi Antenna
4- Bluetooth Antenna

So, how can
cell phones
communicate?



Cell Phone Tracking ___ Closest Cell Tower
Using GPS and Cell Towers | |=

1. All satellites have 2. All satellities know their
clock set 10 exactly exact position from dota
the some time sent to them from the

system controllers \ %

4. The s-gr-,ols n-'/v
travel to the

receiver deloyed

by distance

traveled

Time ond
3. Each satellite orbit position
fronsmits its position
and a time signal

5. The differences in
distance traveled maoke
each satellite appear to
have o different time

6. The receiver colculates the
distonce to eoch sotellite SRS
ond can then colculate its S
own position .

GPS Operation — providers can automatically turn it on!

Each System Has A Different Accuracy!

:‘
%
=

>

Does not work inside a Mall!

Marper L N .’;‘l

H

Cell tower triahgulation




Intercepting Cell Phone Calls

Magnet Corporation: their device allows users to intercept,
block, follow, track, record and listen to communications
using unique triangulation and other advanced technology

Available to any government at a hefty cost ...

GSM AS.1 Realtime VIP Cell Phone Interceptor

o —

Secure information is pow
APS 1402 CERTIFED 1. USA GSA SCHEDL

VME - CELL PHONE INTERCEPTORS
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Tracking Using Your Beacons

‘ I 1 -2 - I I
DB ID Timestamp MAC AP RSSI Vendor 5

53483 2012-04-24 07:56:25 C4:2C:03:96:0E:4A 69 Apple

53482 2012-04-24 09:11:26 D8:2A:7E:10:1E:63 libelium_wsn1 60 Nokia Corporation




Near Field Communication (NFC)




Near Field Communication (NFC)

—
- NFC is simply f short-range wireless technologies,
typic distance of 20 cm (7.5 inches) or less

depending on the application

- Tracking can take pla
normally reac

PAULYUOD W




Tracking Using Your Beacons
What S on sale!

o Ul f{( tom. n




Tracking Using Your Beacons:
Observing Passengers at the Airport

- Houston Airport System
has installed a Bluetooth-

based, real-time queue Estimated

measurement system at waiting time

George Bush at security

Intercontinental and William check

P. Hobby airports less than s
- Individuals can be minutes

associated with their beacon
signal (encrypted or not!)

0

ISavia




-
What Else Can Be Tracked?

Turnstyle.com: Location Tracking & Analytics

« Find Location Habits
* Places You Visit
« What Time Do You Arrive E—
«  What Time You Leave Work ‘“if;__, -
* Your Daily Routine ..... 5 e\

Remember:
If we are attached to our

phone it is not hard to be
tracked!



Tracking (or Observing) Customers....

il AVEA T 14:31 S
“ + Add a Widget 9 May1,2016—May31,2016 ¥ (vs M © | ©®
Login Name and age
e Total Visitors irSx Known Visitors iRmSx WiFivs. non-Wi... i [# & X
Username NAME* = GENDER VISITS » LASTVISIT » AGE  CONTACT 3 8
.81
ohndoe 1 2 49 5 Marta Garcia P 66 2016-05-28 =) AT
Password I n collins 61 2016-05-31 2fV + 1 9
0, x
esesee +* 48% Colin Salter M 54  2016-0531 2 @fv oy
Davin Henson M 53 2016-05-29 2fY 1.97
per non-WiF
TVISE Matthew Mihok M 43 2016-05-31 (=] v 3

Last Visited e

Study shows that more than
& 80% of Americans give data
for a deal!

i M Female

-
[15]
-
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e
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Visit Duration i O X sitor Ne imS X



-
How Do APPS Track us?

...This App can access
your location,
contacts, phones
calls, and more....




Cell Phones and Apps

- Data is perhaps the 90% of Time on Mobile is Spent in Apps

most valuable currency
for retailers today BROWSER

- Your location is one of YouTube 3%
the most valuable things
On your phone Chrome 4%

Facebook 19% Messaging/Social 12%

Entertainment 17%

3 HOURS
40 MINUTES

Safari 6%

Others 10%

Gaming 15%
News 2%

Ever wondered why....
Angry Birds needs to have Productivity 4%

Utilities 8%

access to your contacts! U‘Q

—




APPS Can Put Us At Risk!

In the HP study, 97 percent of the apps contained
some sort of privacy issue ....

Many Apps Access your name, email address, phone
number, home address, credit card info, and just
leave it unencrypted, wide open for anyone to see

EXMAPLES

Starbucks app for iOS that many use to track their
coffee purchases did not use encryption when storing
your login information — making them easily
accessible



Track everything in one place:
Understand your life....

3.5km 29 avg
Productivity 38 min active 48 avg
4 floors 12avg
01:50
02:54 = Fitbit Asleep In bed
N I Sunday is your most active day of the week. 12:17 bed time awake 10:10
Productive time This trend has been growing stronger. 23:20 avg 08:26
00:07 neutral time 00:35 avg 21 awakenings 15 avg
00:27 distracting time 01:20 avg Tracks played = Fitbit
6 25 avg
I Monday: Most productive day for 27 days Monday: worst sleep for 5 days
$13 51 rodu ' 4:51 asleep

= Last.fm
| Monday marks a new productivity streak!

< Went to bed later this week

12:19 average bedtime, 13 min later
wos
Having a productive day, looking )
° forward to my burrito tonight. 11.6/20.2: ¢
Mostly cloudy starting
in the afternoon.



Track everything in one place.
Understand your life....

3 i W 4 87% 421

Today

>
.
Productivity

How much time | slept B
When did | go to bed e - My Daily Productivity! 10:10
What day was my active day . My Weekly Productivity

How many hours | exercised Average Bed Time
How much German | practiced Average Active Time
How much | biked i A

Wy mezrks 18w Brodactivily siregs

Uays

< Went to bed later this week
12:19 average hedtime. 13 min later

Can the employer ask for similar information
or your social media accounts?

In the arternoon.




Who Cares About Any of These?

Employers Asking for Passwords
to Social Media Accounts

- Maryland: In 2011, state
Department of Corrections
employee Robert Collins went to
his recertification interview,
where he was asked to provide
his Facebook password!

- More than a dozen states
(including California, Virginia,
and lllinois) now protect
applicants and employees from
having to provide social media
passwords to employers or
otherwise give employers
access to their accounts

Custom Boarder & Protection Asking for
Passwords to Social Media Accounts

- Last week, a proposal was submitted

by Customs and Border Protection to
have travelers submit their social media
profile details along with their visa
waiver applications if they’ re-entering
the United States

- The new field in which persons entering

the country can declare their various
social media accounts and screen
names

- The information wouldn‘t be mandatory,

but the proposed field would still
provide customs officials with an
unprecedented window into the online
life of travelers

Your Twitter handle may soon be part of the US visa process!



Internet has changed our lives!

Yet,
It is increasingly
becoming a tool to monitor & control!

So What Can We Do?




PERSONAL DATA BELONGS TO THE INDIVIDUAL!

Giving data voluntarily is not an issue
Our personal data is saved and analyzed to learn even more about us!

There must be transparency

Consumers have to be clear about the services and what kind of data they are giving
away

Customers must have alternative choices
The user must be allowed to remove the data




Who Is Protecting Our Personal Data?

- Keeping hackers away
- Assuring consumers their privacy




Who Is Protecting Our Personal Data®?
Consider recent hacks and security breaches:

- Up to 70 million customers of Target stores
had their personal information and credit
and debit card numbers compromised late

last year
. . . .. WHAT WAS STOLEN
- Neiman Marcus was the victim of a similar {@ [paece secun zreac

breach in December & more than 1.1 > Walng Addrosses
million customers were affected

IAF_REET » Phone Numbers
- Yahoo announced hackers swiped
personal information associated with at
least a 200 million accounts




Who Is Protecting Our Personal Data®?
Consider recent hacks and security breaches:

- The Yahoo hack became known in August when an infamous
cybercriminal named “Peace” said on a website that he was
selling credentials of 200 million Yahoo users from 2012 on the
dark web for just over $1,800

Yahoo 200M
By peace_of mind ( 100.0% )

0 3.0000/BTC 3.0000

In stock. Qty:| 0 j
Postage Option
9e =P J Buy It Now
Escrow Yes, escrow by RealDeal is available. Favorite Question
Class Digital

Ships From Worldwide




Final Remarks.....

Technology certainly facilitates our lives but we should not
be blind to it and just accept it!

Don’t take it as granted!
We should educate ourselves

The tracking technologies are part of our communication
systems; advertisers and governments exploit these
technologies

Be aware
Understand the risks
Learn about technology
Be a part of the discussion
We need to have multidisciplinary groups designing our tools...



Final Remarks.....
Remember.....
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Any Questions?

For more information contact:

Dr. Farid Farahmand
farid.farahmand@sonoma.edu




Internet. Enabling Technology of Control -
Government Control

Government

Control of
The Internet

Other Gowv. Citizens

/ Monitoring

Espionage Activities

Cyber
War & / Censorship
Attacks |

' Pro- / Imposing
proganda |deology
|



Internet. Enabling Technology of Control

Corporate

Control of
The Internet

Consumers Employees
Monitoring .
Purchasing Monitoring
Patterns Efmpioyees
Blocking Intruding
Our ACthlty Privacy
Impacting Intensive
Our Action Work Env.




The Internet In Action —
Metadata Monitoring

- y - N
Email . g

W_/'ﬁ
. ) - A,—"\‘
2} ) <j> B,
IP: 168.34.23.101

To: Joe

Metadata — Data Content (Payload) —
NOTAEncrypted) MaybeAEncrypted

{ | \

From To Data: Let’'s Have Lunch




Internet. Enabling Technology of Control
...for justifiable reasons!

Cy.
/f/eG/?
Government 9

Corporate
Control of Control of

The Internet

The Internet

1-National Security
 Terrorism
* Preserve sovereignty
2-National Laws
« cyber crime
« child porn.,
« Gambling,
* Intel. property rights,
. etc.)




