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Getting Connected….  
• Internet Device (e.g., computer or cell phone) 
• Each device has a unique hardware address (called MAC address)

• My phone Wi-Fi MAC: 18:87:00:bf:99:0f
• My MacBook: f0:f4:79:50:df:b6

• Internet Service Provider (ISP)
• Examples: AT&T, Vertizon, Netzero, etc.

• They provide IP (Internet Protocol) address (e.g., 168.34.23.101)

• Also offer services such as email, web page, etc.

• Physical Connection (e.g., cable or phone)
• Provided by the phone company or the ISP



The Internet In Action
What you need to have…

The Internet

Internet-enabled Devices 

Internet Service Provider (ISP)

Physical Connection



The Internet In Action
How Does it Work?

The Internet

Internet-enabled Devices 

Internet Service Provider (ISP)

Physical Connection



The Internet In Action
Identifications…. 

The Internet

IP: 168.34.23.101

Email

f0:f4:79:50:df:b6

Internet-enabled Devices 

Internet Service Provider (ISP)

Physical Connection

• Serial Number Identifies your machine
• The IP address identifies who you are!

All your messages pass 
through the ISP



The Internet In Action
Tracking your web activities…. 

The Internet

Internet-enabled Devices 

Internet Service Provider (ISP)

Physical Connection



The Internet In Action 

The Internet

Internet-enabled Devices 

Internet Service Provider (ISP)

Physical Connection

IP: 168.34.23.101

Email

f0:f4:79:50:df:b6



Checking Out a Web Page…

Domain name:
www.amazon.com

amazon.com
Web Server

Storage
Network 

Area



The Big Picture
Users are clearly identifiable…

Digital Storage

OR

• Who we are 
• What sites we visit 
• How much time we 

spend on the Internet  

• Text messages 
• emails 
• Web browser history 
• Purchases 
• Uber routes 
• Location history 
• Pictures and likes 
• Social media 

activities 
• Info. from home 

devices



Cross-Site Tracking by Advertising Network 

“Where can I find 
a RED HAT?” 

Web Server
Webpage

Storage

Advertiser

1 Entry

1 Entry

2 Entries



Cross-Site Tracking by Advertising Network 

“Where can I find 
a RED HAT?” 

Web Server
Webpage

Storage

Advertiser

1 Entry

1 Entry

2 Entries
Computer & 
Browser



Getting Connected 
• Internet Service Provider (ISP)
• IP Address 132.2.3.2 (login name)
• Physical Connection (e.g., cable or phone)

• Register your Domain Name (e.g., www.stopbailout.org)

Facts: 
In U.S. 23 ISPs control 75% of the Market 

https://www.webfx.com/blog/internet/who-controls-the-internet-a-state-by-state-look/

http://www.stopbailout.org
https://www.webfx.com/blog/internet/who-controls-the-internet-a-state-by-state-look/


What type of information we give away 
when we use the Internet



What is your IP Address?



What is my Phone’s MAC address?



Tracking the MAC address



Tracing A Simple Email From YAHOO!

HEADER-------------
IP: 168.34.23.101
MAC: f0:f4:79:50:df:b6
ISP & Location





Where is the email coming from? 



IP Tracker
https://www.ip-address.org/lookup/ip-locator.php?track=154.120.103.2

https://www.ip-address.org/lookup/ip-locator.php?track=154.120.103.2


Tracking Your Cell Phone
• Following September 11, the federal government 

mandated that by the end of 2005, all cell phones must 
include the capability of being traced within 100 meters
• Advantages
• Alzheimer patients 
• Child abduction 
• Marital tracking

• Disadvantages
• Government spying 
• Lack of adult privacy 



Cell Phone Tracking

GPS
Location

Telephone Office

Cell Tower

Cell Location

Locking your 
Location



Track any Phone…..
https://www.peoplefinders.com/phone/

https://www.peoplefinders.com/phone/


Google Timeline



What can your
browser reveal? 



Is your Internet fast enough? 
https://www.whatismyip.com/internet-speed-test/

https://www.whatismyip.com/internet-speed-test/


AOL Scandal (www.aolscandale.com )
• On August 4, 2006, AOL Research released a 

compressed text file on one of its websites 
• The file contained twenty million search keywords for over 650,000 

users over a 3-month period
• The file was intended for research purposes 
• AOL pulled the file from public access by the 7th

http://www.aolscandale.com


So How Much 
Information Do 
We Reveal?



So How Much 
Information Do 
We Reveal?

Conclusion: 
• The user faces serious medical 

concerns (possibly long cancer) 
• Searching for cure in UC Davis; 
• Planning a trip to Las Vegas; 
• Searching for some old friends!

Can you imagine what GOOGLE has on 
you?



What do retail stores have on us? 

Watch the video…..







How Do We Access A Web Page?



How Do We Access A Web Page?

10.1.0.1



How Do We Access A Web Page?

10.1.0.1







2016 Hack



Connecting to the Internet

ISP

IP Address: 
130.118.23.100

Let’s have a BLOG! Why do we bailout BANKs 
& not ordinary people?

Domain name:
www.stopbailout.org

Register with a domain 
name registrar

130.118.23.100
www.stopbailout.org

Internet Corporation for 
Assigned Names and 
Numbers1 2

3



ICANN Organization
• The Internet Corporation for Assigned Names and 

Numbers (ICANN)
• ICANN is a non-profit organization 
• It was under a contract with DoC (U.S. department of commerce)
• The United States Department of Commerce who must approve all 

changes requested to addressing (Zone files) by ICANN.
• Responsible for coordinating the Internet's systems of unique 

identifiers, including the systems of domain names and numeric 
addresses that are used to reach computers on the Internet

• ICANN assigns address blocks to regional Internet 
registries (RIR)
• In 2016 the ICANN contract was handed over to the UN

http://en.wikipedia.org/wiki/AfriNIC



Domain Names



Seized Web Sites


