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A course
focusing on understanding
the Internet technologies & its
contradictions:

Connectingus < - Isolating us
Giving freedom €& - Destroying privacy
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What we cover In this course

-What is the Internet?

-What are internet algorithms?

-What is Internet survelillance?

-What is Cybercrime?

- Future of the Internet — where is it going?




-
First Lecture.....

- What is the Internet?

-What do we use it for?

- How does the Internet work™?
- What runs the Internet?

- Who owns the Internet?

- Who controls the Internet?




Before we go on.....

- Course web page is available:
nttp://web.sonoma.edu/users/f/faranman/ (click on OLLI)

- First part (50 min) + 10 min break!
- In the second part we can watch a few movies / demos.
- All updates to the webpage will be available after class.

- Please complete the short survey at the end of each
each class!

Feel free to ask questions

at any time!



http://web.sonoma.edu/users/f/farahman/
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A Quick Survey.....

How many people carry a smart phone?

2. How many hours/day do you use the
Internet?

3. Do you use the Internet mostly on the
smart phone or on your computer?

4. What are the two most common things
you use the Internet for?




Why do we need to knovx\about how the

Internet work? a little

- What is the difference between your Internet and your car
or dishwasher or TV?
- How much do you know about them?

CD player, TV
Washer & Dryer
Radio or Telephone

Something happens;

INPUT » A System » OUTPUT
_ Watch a movie
Pictures

Our thoughts & Ideas

Bank accounts

- _ Hear music
onversations Talk to someone

& much more




Why do we need to knovx\about how the

Internet work? a little

- What is the difference between your Internet and your car
or dishwasher or TV?

- Internet is a digital interactive media

INPUT » A System » OUTPUT
Press a button l I

Emails, messages,
News, Money,
Recipes, Purchases

Dial number
Use the remote control




Why do we need to knovx\about how the
Internet work? a little

Intensif
ntensiry Internet Usage

(advancements in Technology)

Our Understanding
of the Technology

—_—  oftneTechnology

Time




Why do we need to knovx\about how the

Internet work? a little

- What is the difference between your Internet and your car
or dishwasher or TV?

- Internet is a digital interactive media

Impact the future user inputs

= KN =
| I

Monitor & Analyze
he user inputs

Memory/Analyze




Why do we need to knovg\about how the
Internet work? a little

- What is the difference between your
Internet and your car or dishwasher

Or va) NEW YORK TIMES BESTSELLER
- Internet is a digital interactive media EV E RY B 0 DY
- So powerful and reliable that can analyze &
even predict our actions
- It can even influence our thoughts and actions BIG DATA. NEW DATA.
- Example: X0 WHAT THE INTERNET
- Book: Everybody Lies CAN TELL US ABOUT WHO
’ WE REALLY ARE

m&m

SETH STEPHENS-DAVIDOWITZ

FOREWORD BY STEVEN PinkiR
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Google Trend

® trump 2020 @ sanders 2020 @ biden 2020 + Add ;
Search term Search term Search term comparison
United States ~ Past 12 months ¥ All categories ¥ Web Search ¥
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Interest over time
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https://trends.google.com/trends/explore?geo=US&g=trump%202020,sanders%202020,biden%202020 it



https://trends.google.com/trends/explore?geo=US&q=trump%202020,sanders%202020,biden%202020

Why do we need to knovg\about how the
Internet work? a little

» Lack of transparency

» Lack of privacy

» Lack of oversight

9

« Exploiting & controlling
* the society

Internet

Society Technology




Let's talk about technology in general...




Different Technologies....

Food processing
Nano- and Agriculture

Technology Manufacturing

Information
Technology

Automotive & Battery/Wind/
Robotics Semi-conductor Solar Energy




What is Information Technology?

- IT is the acquisition, management, processing,
storage, and dissemination of information

- The data/information can have many different forms (e.g.,
vocal, pictorial, textual and numerical)

Information

~Information

Data

Input

Process

Information Processing Cycle

http://www.usatoday.com/tech/news/2003-03-24-cell-phones_x.htm



-
IT Impacting All Other Technologies

Nano-
Technology Manufacturing

Information
Technology

-- Digital Technology, communication, Sensor ---

Automotive v Battery/Wind
Semi-c®iductor Y




The Internet & Information Technology

- The Internet is the enabling technology to create an IT
infrastructure

http://www.usatoday.com/tech/news/2003-03-24-cell-phones_x.htm



What is the Internet?

- The Internet is the global system of interconnection between
devices — e.g., computers, cell phone, tablets

- The Network of Networks!
- Connecting everyone together — road system!




-
Internet & WWW

- The World Wide Web is a technology that exploits the Internet to
enhance delivering many services

Examples of Such Services
» Finding Directions
» Shopping
» Chatting
» Music <:::> .
* News &
» File Sharing




Web Browsers

- The software allowing us to use available services
- Different in terms of
- Speed,
- Resource utilization,
- Portability,
- Etc.

Common

Browsers: '

firefox » google

internet

chrome explorer




Web Browsers

- The software allowing us to use available services
- Different in terms of

> ks O
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Access to the Internet Services

» Today about half of Internet users in

Body-integrated electronic
devices (Electronic Tattoo &
mbeddable Implant Elec.)

Watch-size
Computers
(wearables)

Smart Phones:

Anytime, anywhere!
Laptops: (smaller & more powerful)
Offering

mobility

Mainframes:
Large machines,

Limited access PCs:

Promising
Individual
Freedom

ENIAC (Electronic Numerical Integrator And ’ I
Computer) was one of the earliest GP commuters It LIFELONG

LEARNING

weighted about 30 tons & consumed 150 k INSTITUTE




Devices ...

* As the devices become smaller
and more powerful
« - Easier to use!
« > We use them for

everything....
« - Integrated part of our lives!

1.75 Billion Cellphones in 2014
748 million Androids in 2013
125 million iPhones in 2012

53 million iPads in 2012




What People Do
on Their Smartphones

of adults who use their smartphone to
do the following activities on a typical day
Check weather reports
and forecasts
Use a social networking site

Play a game

™ .
et news
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Number of internet users by country, 2017 Our World

in Data
Internet users are individuals who have used the Internet (from any location) in the last 3 months. The Internet can be
used via a computer, mobile phone, personal digital assistant, games machine, digital TV etc.

No data 0 1 million 10 million 50 million 100 million 250 million >500 million
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Share of the population using the Internet, 2015 Our World
All individuals who have used the Internet in the last 3 months are counted as Internet users. The Internet can be used
via a computer, mobile phone, personal digital assistant, games machine, digital TV etc.

in Data

Nodata 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Smartphones: 63% keep their phone with them for ALL

_ but an hour of a working day!
Use Them Anywhere, Anytime! —_ _ _
3.37 Billion worldwide email accounts

Americans use approximately

Minutes Per Day

: (That's about 21 minutes per person)

o |<n
DUFING Sex - rotmer

0
Teens send an average of 60 texts a day, m 80 /0 B e
own a wireless device
40 percent of people with iPhones said o
they'd rather give up brushing their teeth 11 50 A) b o
for a week than go without their phone! el

Chicago Tribune, 2011 \
(Chicago Tribune ) Cell phones around the\WORLD

Hiohedwmmaoonphompum
-i.i.ﬁ.i.i.i.ﬁ.i_i 1. United Arab Emirates 1.95 6. Lithuania 1.41
2. Estonia 1.94 7. Portugal 1.39
' 3. : 8. .
Percent who said they could only go a few Hong KoglRtl Singapore 1.36

. . . 4. italy 1.52 9. Czech Republic 1.34
hours without their mobile phone: 34% 5. Bulgaria 1.47 10. Russia 1.33



-
What do We Use the Internet for?

- Global Communications .
- Healthcare .
- Gambling .
- Education .
- Distance Learning .
- E-commerce .
- Criminology .
- Radio .

25% of “hook ups’” are now

starting on Facebook!

Finding Directions
Dating

Shopping

Chatting

Music

News

Monitoring

Forms and Applications

Gross reventues of online

games (gambling) estimated to
grow to USD 5.5 billion by 2015@



Babies & the Internet

' OSHER
LIFELONG
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So, What Do ALL These Tell Us about Us?

The WiFi is not
Working!




-
Our Dependency on |T

- Physical & Social dependency

- The Internet is becoming the default forum for many
commercial and personal relationships
- Self-expression
- Communicate with others
- Storage and exchange of information

- For many of us “the virtual world is becoming as real as
the physical”




Early Expectations of the Internet!




The Internet Project
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- The Internet project started in 1967
(ARPANET)

- A group of scientist began planning a Data  |** [(«ss
Communication Network to exchange
messages N o]

- The computer network funded by the DoD

poP 10

1 1.  UCLA,
¢ TWO maln trUStS Of the Internet 2. The Stanford Research Institute's
Augmentation Research Center,
- A network to share resources 3. UC Santa Barbara,
4.  The University of Utah

- New protocols allowing exchange of
information




Early Expectations —
Early 70’s

- Internet became the technology of liberation
- Techno-utopian dreamers were promising a cybernetic meadow

- Fred Turner coined the term Virtual Reality
- Believed linked computers will link people creating a technological paradise -
unconstrained by existing physical, social & political boundaries
- The WWW brought the notion of Heavenly City - emerging from
computer network

- Promising liberation from rules and routines

' OSHER

LIFELONG
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-
The Reality of the Internet —

Fast forward 40 years

- The Internet turned out to be a powerful and a
mysterious new technology

- It empowered us in many ways (revolutionized
our lives)!

- Education, Commerce, Healthcare, etc.

- It has also become an instrument of
bureaucratic control
- Creating a conduit of corporate profits
- Replacing human work by smart technology
- Polarizing communities
- Becoming a “Home of Business” rather than Mind




-
The Reality of the Internet

Fast forward 40 years

We focus on
"CONTROLLING”
power of the Internet

technology



Technology Is All About Processing &
Measurement to Control the Output




Technology Is All About Processing &
Measurement to Control the Output

« Energy
o Matter
* |nformation

Output




Control Revolution & Information Technology

Processing

Industrial Of Matter & Creating Physical

Revolution Commodity
Energy

Processing of @fe]glife] Need for Greater
Information Revolution Stability

Technology of
Information Processing
IS equivalent to
Control Revolution




Information is Commaodity!

- Our economic system is based on Market-
Economy

- The means of production are privately owned and
operated for profit

- The market rules

- Information technology (e.g., Internet) is yet
another way to control the market for more profit!

tﬁe}oeoyfe anaf [CLEO?’




How

¥z 13 INTERNET

WOIKS In ‘Five ‘Minutes




e
Getting Connected....

- Internet Device (e.g., computer or cell phone)
- Each device has a unique hardware address (called MAC address)
- My phone Wi-Fi MAC: 18:87:00:bf:99:0f
- My MacBook: f0:f4:79:50:df:b6

- Internet Service Provider (ISP)

- Examples: AT&T, Vertizon, Netzero, etc.
- They provide IP (Internet Protocol) address (e.g., 168.34.23.101)
- Also offer services such as email, web page, etc.

- Physical Connection (e.g., cable or phone)
- Provided by the phone company or the ISP




The Internet In Action
What y()u need t() have_ . Internet Service Provider (ISP)

e

Physical Connection

Internet-enabled Devices

The Internet




The Internet In Action

How Does it Work? Internet Service Provider (ISP)
[}:”/ ’

Physical Connection




The Internet In Action
|dentifications.... Internet S?rvice Provider (ISP)

IP: 168.34.23.10
f0:f4:79:50:df:b6

Physical Connection

All your messages pass
through the ISP

Internet-enabled Devices

« Serial Number ldentifies your machine

« The IP address identifies who you are!




The Internet In Action

Tracking your web activities.... Internet Service Provider (ISP)
Sz
e

Physical Connection

Internet-enabled Devices %

The Internet




The Internet In Action

Internet Service Provider (ISP)

e

“n ) 7)
IP: 168.34.23.101
f0:f4:79:50:df:b6

Internet-enabled Devices




Facts:

In U.S. 23 ISPs control 75% of the Market

' OSHER

LIFELONG
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https://www.webfx.com/blog/internet/who-controls-the-internet-a-state-by-state-look/



http://www.stopbailout.org
https://www.webfx.com/blog/internet/who-controls-the-internet-a-state-by-state-look/

Tracing A Simple Email From YAHOOQO!

What's New Inbox 525 emails

Send Attach Save Draft

To: farid.farfar@ff.net
Cc:

Subject: Can you tell? Plain Text

(BookmanOldStyle l¢] (8 4] B 7 U T o @ @& — = Hide Stationery ()

Where am I sending this to you from?

X-Mailer: YahoaMaillRC/574 YahooMaiWebService/0.8113.315625

Message-Id: <1316149525.30665.YahooMailRC@web180114 mail.gql.yahoo.com>

Date: Thu, 15 Sep 2011 22:05:25 0700 (PDT) HEADER““““-““

From: Farid farfar <farid farfar@ff.net> IP' 168'34'23'1 01

Subject: Can you telP MAC: f0:f4:79:50:df:b6
To: farfar Farid <farid farfar@ff.net> ISP & Location

Mime-Version: 1.0

TN

Content-Type: multipart/alternative; boundary="0-924320724-1316149525=:30665°

QRAADMNTIA N

Message Body: --0-924320724-1316149525=:30665 Where am

<style type="text /css" > « | S ———

e:12pt;color: #000000;"><div>Where am i sending this to you from?</div> <div style="position:fixed"></div> </div></body></ntmi> --0-

024320724-1316149525=:30665--

size

i sending this to you from? --0-924320724-1316149525=:30665 <htmi><head>
d > <body><div style="font-family:'bookman old style’, 'new york’, times, serif;font

Content-Type: text/plain; charset=us-ascii

Content-Type: text/html; charset=us-ascii

INSTITUTE




Email Header Analysis
IP Address: 130.157.158.211
Hostname: village-158-211.sonoma.edu
IP Address Country: United States S
IP Continent: North America
IP Address City Location: Rohnert Park
IP Address Region: California
IP Address Latitude: 38.3433,
IP Address Longtitude: -122.7041
Organization: Sonoma State University
ISP: Sonoma State University

Email Lookup Map (show/hlde)
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